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\Voice Biometrics (ASV) NUS

Citi is going to start using voice patterns
to authenticate customers over the phone
in Asia

Passwords are quickly becoming a thing of the past. And to paraphrase
Martha Stewart, that’s a good thing. Passwords are easy to guess
(though somehow...
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Voice Biometrics

450

HECG
400 B Eye White Recognition

= Facial Recognition
350

Finger Vein
300 Fingerprint - Industrial
W Palm Vein
=1
° 250 m\Voice Recognition
= 200 ®ris Image in Mobile Device
miris Image - Standalone
150

100 _ i

-
50
- AR

u —
2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

TracticaFinance Biometrics Devices and Licenses by Modality, World MarRétks>2024
KongAi k Lee, Bin Ma, and Hai zhou Li, AfSpeaker Veri f208ati on |

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysiab




b

To o Bo o Po Do o Do Do Io To I»

T NUS

National University
of Singapore

Voice Biometrics
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mnklng Get your copy of the 2077 Digital Sales Readiness Matrix. /\
technology T 803

HOME NEWS SIBOS MAGAZINES AWARDS RESOURCES EVENTS JoBS MORE .

jome Regio K » Twins win in HSBC voice tricking sting SIGN UP TO OUR DAILY NEWS DIGEST

Receive FREE Banking Technology news alerts
straight to your inbox Sign me up

Twins win in HSBC voice tricking sting

18 May, 2017 Witten by Antony Peyton & Print | Ema
HSBChasbeenleft red-facedaftera BBC reporterandhis nonidenticaltwin trickedits voice ID authenticatiorservice

TheBBCsaysits fi C | i(acweakly TV show)reporterDan Simmonscreatedan HSBC accountandsignedup to theb a n &eévise HSBC stateshatthe system
is securebecauseachp e r swices8 uni.queo

As BankingTechnologyeportedastyear,HSBC launchedvoice recognitionandtouchsecurityservicesn the UK, availableto 15 million bankingcustomersAt
thattime, HSBC saidthe systemii w o mkcsosscheckingagainstover 100 uniqueidentifiersincluding both behaviouralfeaturessuchas speed,cadenceand
pronunciationandphysicalaspectsncluding the shapeof larynx, vocaltractandnasalp as sag e s 0

Accordingto the BBC, thefi b aletRanS i mmonansdénticaltwin, Joe,accesghe accountvia thetelephoneafterhe mimickedhisb r ot Yoiea 6 s
i Cu st eimplygi theiraccountdetailsanddateof birth andthensay 6 M yoiceis my password 0

Despitethis biometricbamboozle,JoeSimmonsc o u | vdtmdé@wmoney,but hewasableto accesdalancesandrecenttransactionsandwasofferedthe chance
to transfermoneybetweenaccounts

JoeSimmonssays i Wh areaflyalarmingis thatthe bankallowed me sevenattemptsto mimic my b r o t woEepsntandgetit wrong, beforel gotin atthe
eighthtime of trying.0

Separatelythe BBC saysa Click researchefi f o H8BL Voice ID keptletting themtry to accesgheir accountafter they deliberatelyfailed on 20 separate
occasionspreadover12mi nu.t e s 0

TheBBCsaysC | i sucdessfuthwartingof the systemis believedto befi t firs time the voice securitymeasuréhasbeenb r e ac he d 0
HSBCdeclinedto commentto theBBC oni h osecurethe systemhadbeenuntiln o w 0

An HSBC spokesmarsays fi T hsecurity and safetyof our c u s t o aeeounssié of the utmostimportanceto us Voice ID is a very securemethod of
authenticatingcustomers

fiTwins do havea similar voiceprint,but theintroductionof this technologyhasseena significantreductionin fraud,andhasprovento be moresecureghanPINS,
passwordendmemorablephrase®

Not agreatresponsés it? But very typical of thekind of blandstatementshathavetakenhold in the UK. Thereis a problemandHSBC needgo getit fixed.
Therestof the BBCreportjust containssecurityexpertssayingthe samethingsi like i | & im o ¢ .R\hateder No pointin sharingsuchdull insight
You canseethe full BBC Click investigationinto biometricsecurityin a specialedition of the showon BBC NewsandontheiPlayerfrom 20 May.
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= soow Qs NEW YORK POST

Terrifying Al learns to mimic your
voice inunder 60 seconds

By Mike Wehner, BGR May 2, 2017 | 10:52am

ON NYPOST.COM

CNN boss in crosshairs if AT&T-Time
Warner merger approved

Tim Tebow homers on first day after
Mets promotion

When It comes to personal privacy and overall
securlty, we often think of passwords, fingerprints,
lBC_I( and even our own faces as being the keys that

ORIGINALLY PUBLISHED BY:

unlock our world, but what about your volice? If
someone could perfectly mimic your voice, what
kind of damage could they do? If they contacted
people you know, could they lie thelr way Into galning private Information about you?

The epidemic that's ruining youth
sports
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Voice Biometrics

ABOVE. BEYOND.

Nuance deploys Al biometric security
tools

19 May 2017 15:51 GMT

R

SABOUT IDENTI
in Il wls] f |5 IMUERCRL L EUICEE  MANAGEMENT

Watch the video ©
Biometrics firm Nuance, which
has focused on voice

recognition, has announced a
new multi-modal suite of

\ biometric security solutions, Other site news
driven by artificial intelligence
4 (Al).

IARPA awards $12.5
million contract to
SRI

The new suit features facial and behavioural biometrics, as well as
voice, with the company saying that these combine to provide
advanced protection against fraud

Nuance has said that deep neural networks (DNN) are being used in
the news solution along side advanced algorithms to detect
“synthetic speech attacks”.

IriTech to showcase
mobile iris-barcode

solution
“By combining a range of physical, behavioural, and digital
characteristics to provide secure authentication and more
accurately detect fraud across multiple channels - from the phone NEC tests face
to the Web, mobile apps and more - Nuance’s new Security Suite recognition with CBP
allows enterprises to attack fraud head-on, while at the same time y at Dulles
offering an improved customer experience”, wrote the firm. International Airport

In particular, the firm notes improved synthetic speech detection
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Automatic Speaker Verification (AS NUS

National University
of Singapore

This is John! A

“‘m S Speaker
Verification
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ASV System oo T

Automatic speaker verification (ASV) systernceptor rejectsa
claimed speakers identity based on a speech sample.

4 )

ASV system Decision

Genuine speaker——> Accept or Reject

/\)\
Text-dependent Text-independent
A Fixed or prompted phrases A Any arbitrary utterances
A Higher accuracy _ A Callcenter applications
A Suited for authentication scenarios A Surveillance scenarios

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysial
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1. Microphone point 2. Transmission point'3 Alternative )
(Spoofing attack) (Spoofing attack)i speaker modgl /
~ -

Figure 1: Brief illustration of an ASV system and eight possible attacks. After [1].

A Direct Attacks: Attacks applied at the microphotevel as well as the transmissitaveli points 1 and 2.
A Indirect Attacks : Attacks within the ASV system itseilfpoints 3 to 8.

[1] Z. Wu, N. Evans,T. Kinnunen J. Yamagishj F. AlegreandH. Li, i S p o oahd cougtermeasurefor speakerverification Asur vey,
SpeeclComm, vol. 66, pp. 130153 2015
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Speech Chain NUS

The Speech Chain
Speaker Listener
N
Ear
Sensory Brain
/M 7
Feedbac
link Sensory

Brain nerves
Vocal Suund waves .
muscles
Motor

nerves

(" Linguistic
level

N

fPhysiological - f* Acoustic - hysm]ng|ca| > " Linguistic
. Ieve‘ y 4 IPVFI ]Eve.l : i

There are 3 subfields of Phonetics,, keticulatory Phonetics, Acoustic Phonetics, and Auditory Phonddieses &
Pinson 993)

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysi3




- BAINUS
Elements of Speech Signal®y =2~

é%r&u 2

A Emotion to express

Prosody

Content Timbre

1

i O, 'R, (D, (5]

A Whatyou want tosay ? A Who youare ?
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Learned (behavioral)

PR ANUS
Speaker Verification & un=

+ Robust High=level features X °
a au‘}:st -::hdan nel SSCIO-?'GUHDImIC Eti?thlfrst'h
enects an 5, gu
Phonss,dolect pocalon,ploce of b
- Difficult to (personal lexicon), personality type, parental
extract semantics, accent, influence
-Alot of pronunciation
training data
needed
making temporal features pl’OdUCtiOl’] system
Pitch, energy,
+ Easy to extract] | duration, rhythm, A Modeling the peripheral
+ Small amount temporal features )
u
Smal auditory system
necessary
|+ Text- and Short-term spectral
iﬁggggﬁﬁme and voice source
' features
:egc?;rl'.-i?ig]r? Physiological (organic)
Spectrum. alottal Size of the vocal folds,
- Affected by P ' 8 length and dimensions of
noise and pulse features 9
mismatch the vocal tract
Y
Tomi Kinnunen andHaizhouL i , A An Ov elndeperelent SpdakeMRecognition: from Featur&upmervectors , Speec
Communication 52(1): 2240, January 2010
15
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Variants of Speaker Verificatichy ::~

A Mode of Text

A TextDependent
A same text between enrolment and-tume test

A TextIndependent
A different text between enrolment and #time test

A Mode of Operation

A Speakeirdentification
A To identify the speaker from a population

A SpeakeiVerification
A To verify if a claimed speaker identity is true

Tomi Kinnunen andHaizhoul i A An Ov elndeperelent Spdakel Rezognition: from Featur&upmervectors , Speec
Communication 52(1): 2240, January 2010
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Speaker Verification

10
0g

macl Cphmany
Il I““l““

Primary submissions

Figure 3: Actual and minimum Cprimary for SRE1G primary submissions.

Sadjadiet al, The 2016 NIST Speaker Recognition Evaluation, INTERSPEECH 2017
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Speaker Verification

A,,% Speech Communication

L,&Ik Volume 60, May 2014, Pages 56-77

Text-dependent speaker verification: Classifiers, databases and
RSR2015

Anthony Larcher & & Kong Aik Lee & Bin Ma& Haizhou i3
@ Show more

https://doi.org/10.1016/).specom.2014 .03.001 Get rights and content

Under a Creative Commons license Dpen access
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A Speaker Verification
I transducer, channel
I state of health, mood, aging
I session variability

A Challenges and Opportunities
I Systems assume natural speech inputs
i More robust = more vulnerable
I Machines and humans listen in different ways [1]

i Better speech perceptwual quality I
[1] Duc Hoang Ha Nguyen, Xiong Xia&ng SiongChng Hai zhou Li, i Feat uSpestrePeth@omltTaarisformn L
for Robust Speech Recognitiono, | EEE/ ACM T1018(G@1% Audi o, Sp
[2] K.K.Paliwal,etal , iCompaalatavieon of Speech Enhancement Met hods f o

Conf.Sig Proce.andComm.Sys.,GoldCoast, Australia, ICSPC®ec. 2010.
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Spoofing Attacks %& =

-

. Reject!
This is Ming! A A
I I
I I
No
SSpooferc]i Speaker
pee_c Verification
Detection
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How is Speech Produced? NUS
- Physiological, Acoustic, Aeroacoustics

Nasal Cavity
Oral Cavity
Vocal tract
(a) Pharynx
Modulator Larynx
Median glossoepigiottic jold Periodic puﬂ's ,
Valleculn ! Epiglottis
\ / yd Tuerde of epigotis Noise /¢
Vocal fold
a ¢ [ Impulse /
Zentricular fold
P ]
yepiglottic fold
Lungs

—— Cuneiforin cartilage

™ Corniculate ca rtilage

Tracheo (b)
Figure 7. Human speech productisgstem.
Figure 5. Simulation of vocal foldsnovement.

M.D.Plumpe T.F.Quatierj andD.A.Reynolds @A Model i ng of the GIlottal FI|l ow Derivat
|l dentificationo 1999, | EEE

Jankowski Charles Robert, Thomas@uatieri and Douglas A. Reynolds. "Fine structure features for speaker identificatmustics,
Speech, an®ignalProcessing, 1996. ICASSIB. Conference Proceedings., 1996 IEEE International Conferencéobr?. IEEE,1996.
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SpeecProduction (Contd.) NUS

of Singapore

: Open  Retwrn Close
i | ‘ : e e . et
i . 4L ' i : —
(a) i £ ; ¢ / \
| | S s \ S 1@
| E \ \ y
Closed | Return 8 L ol / k 7 N - \
Phase | Open Phase Phase = 1 L
gt = R Lo i3 il 10 5 20 25
(b ! : = -:j‘ 0.1 - o T:I. - T \ T
| | EO B N N\ N /o)
Joem— G ] T 01 PN iy N |
Time E T.': ‘j: %, |" \ |
Gilottal < F " E , | , W
Pulse v "
5 4 el
60 80 T 3 i, 10 . !:' 20 23
Time (ms) o LLLALLLEL GILIELLELEEE > Time (msec)

Figure 6: Glottalflow waveform and its derivative over one glottal cyatel

ripplesin the glottal derivative due to source/vocal tiatgraction.

Spesch
Signal

Gl | g)| o | 20
W avelorm i
Ll dt

| (LPemodel) _

Figure 6.1: g A schematiof g(t) and (b) the corresponding

derivative ofthe g(t) alongwith various timing instants and
the time periods used in the {orodel.

.q.-[” Time=domain reswduoe
£.10 (}J—* :
1 — wgl — MEL warping —* GibiM Matural
i E:> clmssifier = " ws

. Spoofed

Magnitude MEL .
Warpang

Spectram A,
Hgm MEL warping - Mf/ Fregquency-domain resadus

Figure 6.2: Schematidiagram of the & interaction feature extraction process (in time and frequéoain) for the SSD task][1

T.

Pat el

Selected Topics i8ig. Process(JSTSP)vol. 11, no. 4, pp. 644659, June 2017.

A.fiPlatted ,i MtSegacthicmnfcer od| = IEHEE Jolwomt i o |
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Hearing and Speech Percep

Threshold of hearing=2z 10 °n /m?

xlt) Anslog signal
-> Process of detectirmgergy! " wr\ N
omputer [ S
Trigger Erent " —J\/
sit) | |
Semicircular o | {ed U e
Canals y pectral analysis !
Incus Basilar Membrane using filterbank —JU\‘JV‘——
l oo | ol
Non-linear functions L
Inner Hair Cells such as rectification - . . |
- / or sigmoid Physiol. prep. lcat) Eﬁ:&;::‘ I
- Cochlear [ $ (a) (b)
nerve (VIII) . Compressive
y Outer Hair Cells nonlinearity
Cochlea i i i i
External I Elgure 81 P.hyS|oIog|caI auditory
i::;tlory Tympanic 16 kHz Auditory Nerve Temporal integration filter estimation [32
membrane  Stapes Fibers or windowing
(attached to
oval window) \L

Auditory Spectrum

Figure 8. Early auditory processing and its corresponding mathematical
representation [1].

Hearinglecturematerialfrom Prof. LaurenceR. Harris.  URL: http://www.yorku.ca/harris/ppt_files
[1] JanSchnupplsraelNelkenandAndrewJ. King, i A u d iNeuposciencé Making Senseof S 0 u nMiToRress2012.
[2] L. H. Carney,T. C.Yin, i T e mpoodingdf resonanceby low-frequencyauditorynervefibers singlefiber responses
andap o p u | a&duinaohNeyrophysiologyyol. 60, Pagesl 6531677 1988
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Speaker Biometrics %50

Start Research Issues

!

Collect Data

Size and composition of corpus,
recording conditions, etc.

Preprocessing, Feature
dimension, Feature selectior

Choose features

Choose mode New class addition, template
memory
Train classifier Training time
\4
Evaluate _
classifier/feature Performance measure analysis
extractor (e.g. NIST evaluation)
’
End

Figure 9. Design Cycle for Speak&iometrics.

R. E.Duda P. E. Har t and D. G. St ock, fPattern Classificatior
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Research Issues in Forensic Speaker Recognition (comparison)

Aural/Spectral ~ VoIP \bice Disguise ~ Legal ~ Sfress

Noise
: Comparison l Issues
1 Tape noise P _ Tape  Mimics
. vs.Automatic authentication T Fry Test TAnger
{ Traffic or methods Y codec Whispered
road noise f packet loss \oice q Daubert 9 Fear
Test .
1 packet T Anxiety
reordering 0L
ie
1 network jitter detection

9 echo or foreign
crosstalk

A. Neusteinand Hemant A. Patil (Eds.), Forensic Speaker Recognition, Springer, Oct. 2011.
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Categories of Biometric NUS
ldentifications

Physiologica
v \ v v
Fingerprint Iris Face DNA

Behavioral
\oice Keystroke

Signature

//,//
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Issues in Voice Biometrics %5 .n

Mimic Resistance

Physiological Characteristics Behavioral Characteristics
l (skillfulness in mimicry)
|dentification of Identical Twins |dentification of Professional
or Triplets mimics
| |

Similarity in spectral features Similarity in prosodic features
A Physiological characteristics is challenging

A 1t has similar or identical vocal tract structure
Rosenberg, Aaron E. "Automatic speaker verification: A revi@moteedings of the IEEG4.4 (1976): 472187

Jain, Anil K.,Salil PrabhakgrandSharathPankanti "On the similarity of identical twin fingerprintsPattern Recognition
35.11 (2002): 2652663.
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Spoof Detector

of Singapore

A Due to effect of spoofed speech on ASV systems, need of standalone
detectors (naturals.spoofed speech) arose.

A Spoofed speech impersonated, replay, speech synthesis or voice

converted.
4 N 4 )
Yes Accept
tpeccns " Detestor ASV. | o
P ' Reject
- J \ J

Figure: Automatic Speaker Verification (ASV) System.

A Recent trend is towards detecting synthetic and voice converted speech.

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysia9
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History of ASV Spoof NUS

1999 2006 2013 2014 2015 2016 2017 S
oCTAVE ......
prOject starts:

Small, purpose
collected dataset

[9)

Adapted, standard
datasets

IS 2013

Common, datasets
metrics, protocols IS 2015

Common, datasets
synthetic speech

belsR

IS 2017

gro— 4!"*.&9&@%:*1“ ﬁ; j }@é@’&@;’m s

Common, datasets,
replay, channel variatior
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Speech Synthesis (SS) F5NY>

A Speech synthesis is the artificial productiomofan speech

A Computer or instrument usedSiseech Synthesizer.
A TextTo-Speech (TTS) synthesis is production of speech from normal language

Input text | TeXt& Prosody &
5| Linguistic > Speech >
analysis Phonetic | 98N€ration  synthesised
levels Speech

Figure 2: Simple TTS synthesis.

Vi

Figure 3: StepherHawkingswith the
TTS system1]].

[1] https//www.immortal.org/35333/stephdmawkingsphdthesisnow-availablefree-online/
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Feelings - N
- anger The meaning of sentenge
Speaker characteristics - happiness - neutral
- gender - Sadness - imperative
- age - question Y

l

- Fundamental frequenc
- duration
- stress
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Application of SS NUS

A General application
I Reading and communication aid for
visually challenged..
I Deaf and vocally handicapped.

A Educational application
I Spelling and language pronunciation
I Telephone enquiry system.
I Voice XML.: Internet surfing using voice.

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malays%ﬂ
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A Transform the speech of a (source) speaker so that it siikenthe speech
of a different (target) speaker.

Voice Conversion

System —

Source speakers voice Target speakers voice

Figure 4. Schematic diagram of ofte-one voiceconversion.
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of Singapore

A Hiding identity of speaker

A Vocal pathology

A Voice restoration

A Speechto-speech translation

A Dubbing of programs
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Countermeasures %™

Effectiveness (risk)
ccmique | (practcaliy) | T Texe | O ity
independent| dependent
Impersonation Low Low Low Non-existent
Replay High High Low to High Low
Speech Synthesii Medium to High High High Medium
Voice Conversion Medium to High High High Medium
Z. Wu, N. Evans, TKinnunen J.Yamagishj F.Alegre and H. Li, #ASpoofing and countern

survey, 0 Speech 66pmB01H63201Bt i on, vol.
Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysid/
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Mimic Resistance

2 o,
Lf |
$ \\”L Ji'; 6°
v v E
- I N
~, D 2
A 3, Ly
A\ =S\ B
s,
Yo,

A Referred to as humamimicking, by altering their voices.
A Examples as : Twins, professional mimicry artists
A Challenging attack.

A No standard database available yet for both twins and mimics

D, Gomathj SathyaAdithya Thati, Karthik VenkatSridaranandYegnanarayanB. A Anal ysi s of Mi mi cry
(2012.
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Mimic Resistance (contd.) NUS

Mimic Resistance> Physiological characteristies Identical twins

RSN A

/i
i
it
3
i
|//}

(a) Twins in childhood (b) At the age of 28 years

Patil, H. A., & Basy T. K. (2004 December)Detectionof bilingual twins by Teagerenergybasedfeatures In Signal Processingand
Communications2004 SPCOMO04. 2004 International Conferenceon (pp. 32-36). IEEE.

Hemant A. Patil, SpeakerRecognitionin Indian Languages A Feature Based Approach PhD. Thesis Departmentof Electrical
Engineering]IT Kharagpurindia, July 2005

Mary, Leena,Anish BabuK. K, Aju JosephandGibin M. Georgefi E v a | ofanimickedspeectusingprosodicfeaturesd 20131EEE
InternationalConferenceon Acoustics,SpeechandSignalProcessing2013: 71837193
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Mimic Resistance (contd.)

Spectrographic Analysis:

0.4 0.4 ;
2 ] . 08 s
\ 202 i i bl D §0.2 DE = E—.
_:_ = ariggy 2 i} = ‘ o1}
- @E E 0 02 r:-ﬂ“"r Fﬂﬂh ug; E- 0 04 ug_,-(a)
J - 19 i u;ﬁ c (a) 12 02 -
o 1 0 | 1] e
0 5000 10000 0 2000 4000 0 4000 aa0a a 2000 4000
04 n4l: w02 | 1 T =
'332 ] g E 0 08 : i Bk ) E (b)
3 ! = RS ] S
L ool i Tmemamt 4 2000 3 il :?Ejs M
%] - \ 'ﬁ?lruﬁ E 92 02 i : r‘ﬁ w
» 2 iii E | i ; =
| L . ‘ 0
'm;i((*j jjr{“l/' 0 A I 5000 a 2000 4000
(L 0 o0 o0 0 Jm0 4000 N Sample index Tirme

Sample index Tirne

Fig ure 10. Speech signal and its spectrogram corresponding to the Figure 11. Speech signal and its spectrogram corresponding to t
Marathiword , fiMandirat( i n t h e spokenioyp iteatjcad twins: Hindiw o r Achandk( S u d d espokeyby identical twins:

(a) Mr. NileshMangaonkarand ) Mr. ShaileshMangaonkar (a) Miss. Aarti Kalamkar and (b) MissJyoti Kalamkar

HemantA. Patil, SpeakerRecognitionin Indian Languages A Feature BasedApproach PhD. Thesis,Departmentof Electrical
Engineering]IT Kharagpur|ndia, July 2005
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Results on Twins
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National University
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Table 1. Success Rates (%) for 2" Order Polynomial Approximation with 60 s Training
Speech
TEST VT-MFCC T-MFCC
(SEC) (DI=2) (DI=1) MFECC LPCC LPC
1 T6.47 (88.23) 52.94 (70.58) 73.52 (88.23) 64.70 (79.41) 67.64 (79.41)
3 T6.47 (88.23 70.58 (85.29) 76.47 (88.23) 67.64 (82.35) 67.64 (82.35)
s T79.41 (91.17) 70.58 (85.29) 79.41 (94.11) 64.70 (85.29) 67.64 (88.23)
7 85.20 (94.11) 73.52 (85.29) 7941 (94.11) 70.58 (85.29) T0.58 (88.23)
10 85.29 (94.11) T6.47 (85.29) 76.47 (94.11) 82.35 (94.11) T0O.58 (88.23)
12 82.35 (91.17) 79.41 (85.29) 79.41 (94.11) 79.41 (94.11) T73.52 (91.17)
15 82.35 (91.17) 73.52 (85.29) 79.41 (94.11) 79.41 (94.11) 73.52 (88.23)
Order 2 81.09 (91.17) 71.00 (83.19) 77.73 (91.59) 72.68 (87.81) 70.16 (86.13)
Order 3 84.87 (95.37) 86.13 (92.85) 88.23 (97.47) 82.35 (93.27) 7R8.99 (93.69)
Hemant A. Patil an&keshabK. Parhi @A Var i abl |l ength Teager energy

Chaoudhunet al. (Eds.)LNCS,vol. 5909, pp. 52%30, 2009.

basind Mel
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Figure 2.4: Fingerprint images of fingers 1. 2. 3. and 4 of the first twin (a). and the four images
of the corresponding fingers of the second twin in an identical twin pair (b): similarly, (¢) and
(d) show fingerprint images of a non-identical twin pair. Note the similarity in ridge flow pattern
between identical twins. All four corresponding fingers of identical twins in (a) and (b) have the
same pattern type. But for non-identical twins in (c¢) and (d). only two corresponding fingers (no.
1 and 3) have the same pattern type.

Alessandra\parecidaPaulino, ACONTRI BUTI ONS TO BI OMETRI C RECOGNI TI ON: MATCHI N
FI NGERPRI NTS, 0 PhD. Thesi s, Mi chi gan State University, 2013

Paone Jeffrey R., et al. "Double trouble: Differentiating identical twins by face recognitieBE Transactions on Information forensics and Sec@rizy
(2014): 285295.
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(b)

Figure 2.5: Face images of the first and second twin in (a) an identical twin pair. and (b) a non-
identical twin pair.

AlessandraéAparecidaPaulinob, A CONTRI BUTI ONS TO BI OMETRI C RECOGNI TI ON: M A
FI NGERPRI NTS, 0 PhD. Thesis, Michigan State University, 2

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysid3
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Iris

(a) (b)
(© (d)

Figure 2.6: The left and right iris images of identical ((a) and (b)) and non-identical twin pairs ((c)

N US
95

and (d)).
AlessandradparecidaPaulinob, A CONTRI BUTI ONS TO BI OMETRI C RECOGNI Tl ON: M/
LATENT FI NGERPRINTS, 0 PhD. Thesi s, Mi chi gan State Univers
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AlessandraparecidaPaulino,

F

NGERPRI

Literature on Twins

Table I Summaryof studies on the biometrics mfentical twins Sets can include identidavin
pairsas well as nomdentical twin pairs

B ®

National University

of Singapore

NTS, o

STUDY YEAR | BIOMETRIC TRAIT | DATABASE SIZE
Daugman and Downing [62] | 2001 Iris 1 set
Tain et al. [58] | 2002 Fingerprints 94 gets
Kodate et al. [60] 2002 Face 10 gets
Han et al. [63] 2004 Fingerprints 66 sets
Patil and Basu [64] 2004 Voice 12 sets
Bronstein er al. [63] 20035 Face (3D) 1 set
Kong er al. [39] 2006 Palmprints 33 sets
Srihari et al. [66] 2008 Fingerprints 298 sets of twins
Arnivaeeinia et al. [61] 2008 Speech 49 sets
Sun et al. [67] 2010 | Face, Fingerprints, Iris 51 sets
Hollingsworth ef al. [68] _ 2011 Ins 76 sets
Phillips et al. [7] _ 2011 Face 126 sets
Pruitt et al. [69] 2011 Face 126 sets
Biswas er al. [70] 2011 Face 186 subjects!
Klare et al. [71] 2011 Face 126 sets
Vyayan et al. [72] 2011 Face (3D} 107 sets
Srimivas ef al. [73] 2012 Face 126 sets
Tao et al. [74] 2012 Fingerprints 83 sets
ACONTRI BUTI ONS TO Bl OMETRI
PhD. Thesi s, Mi chi gan St at e

C RECOGNI TI ON:

University,

Rosenberg, Aaron E. "Automatic speaker verification: A revi@roteedings of the IEEEOI. 64. n0.4(1976): 475487
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Professional Mimics 952

o6
0.z
an —
= 0.4 =2
- = 0 =
= =
= C% 0.2 ==
R e (&)
o = —_—
] sO00 10000 u] 2000 A000 sO000
oz O.& v
= = =
— 0.4
- = o = b
. =
= 0.2 | R = = ( )
-0z o '*‘ %‘l’

sSO00 1To000 15000 ] 2000 4000 s000

Figure 12.1 Speec hD sifygtatT™ and its "SpectrAmgedoam corr
spoken by (a) target speaker viz. Ngdipand (b) professional mimic.
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Figure12.2Speech signal and its spectrdbahl@m corr e
spoken by (a) target speaker viz. Msraniand (b) professional mimic.

Patil, Hemant A., an@lapanKumarBasu "LP spectra vs. Mel spectra for identification of professional mimics in Indian languages.”
International Journal of Speech Technolddgy no. 1 (2008):-16.
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Mimics (contd.)

Table 2: Resultson RealExperiments. Table 3 Resultson Fictitious Experiments

Average success rates (%) for 7y f —
real experiment with 2" order Aaverage success rates (/"%_Or_z _
approximation (Hindi Mimic) order approximation (Marathi Mimic)
TR TR

Feature 30s 60s Feature 30s 60s 90s 120s
LPC 98.09 99.04 LPC 57.14 | 58.43 | 59.08 | 61.03
LPCC 100 99.04 LPCC 62.98 | 64.28 | 66.23 | 65.58
MECC 99.04 99.04 MFCC 50.64 49.34 49.34 50.66

— 94.28 97 14 TMFCC 27.26 | 26.61 | 27.26 | 27.91

HemantA. Patil,P. K. DuttaandT. K. Basyii Ef f e c dfiLRrbasedeatwedor identificationof professionaJmimicsinindianl anguage s
in Int. Workshopon MultimodalUser AuthenticationM M U A@ ToulouseFranceMay 11-12, 2006
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I N ENN BN BN BN N N I . -I
| |
1 1
1| Mumc's 1
1| mutation for
I | target speaker . R Y.
[ | ] - -
! MSE(n)=— X |x; -X,
ND i=l ’ 0
1 4 1
| Mimics T 1 where
1 | - _ ;
| | mommsl " MSE (H | =Mean Square Exror for n™ frame.
| | veice I - '
L R . - 1 .- . . .o
I —— O_.&“ﬁ X, =i" feature value in 0 training feature vector for normal voice of the professional mimic
mTTEmEm 1 n. ! .
I Mimc’s I (case 1) or normal voice of the target speaker (case 2).
| fomtation | _ﬁl_.-'uf alue | i e f . £ [ vo £ mimic’s imitati f
| lfor tarset I 1&,]. =1 Ieature value in n testing Ieafure vector Ior normal voice of mmmc s mutations Ior
I
I speaker : the target speaker.
: | MSE N =dimension of the feature vector.
| j for case 2
j | Target "
| | speaker I
| |
| |

Figure 13. Schematic for calculation of % jump MSE.

HemantA. Patil,P. K. DuttaandT. K. Basyii Ef f e c bfiLR’basedeatigedor identificationof professionaJmimicsinindianl anguage s
in Int. Workshopon MultimodalUser AuthenticationM M U A@ ToulouseFranceMay 11-12, 2006
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MEZE far LPC and LPCC -= case |

Mimic ID (contd.)

s

of Singapore

M3E for LPC and LPCC -= case 2

ns 5
0.4 1
w03 )\ . 1 ] W 3
= pzf il ) h | =5 ’ M R m : . TABLEWVIII
a1l I “ 'H ! ﬂ ' Hl f | # I\ | -'D..-'LL"t 515 OF RESULTS SHOWN IN TAELES 1-2 THEROGH
' u;J{ kh,‘ y H P it Corl LR P + LIRS " OVERALL (OVER 419 FRAMES) M5SE
T TR T R m 20 a0 ~ES - ppe - IPCC T MFCCT T-MFCC
MSE for MFCC and T-MFCC -> case | MSE for MFCC and T-MFCC - case 2 SRS : : :
- - - Casél 0.1433  0.1405 14005. 1103
- 300 I| | J Case 2 1.7161 04211 172.05 19.28
i Zmﬂ" | h | y m i d{ | }Iﬂ J Gjump - 9165 - 6662 - 1816 - 4279
EL UL Y ""
1o | | ' 100 r \ A h
50 ;1"1 LU u 'J ' i BN .M w
frr ety i 1N nl__.| g [ byt 'I"T Ly ol S 'I"l' ;1 '-"I"r"lﬁl"'.f-'lh\.l'-f 'I'1-|"'- PENTITAYY
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Frame index n Frame index n
Figure 14. MSE for case 1 Figure 15 MSE for case?
HemantA. Patil,P. K. DuttaandT. K. Basy fi E f f e ¢ DfiLR basedeatwedor identificationof professionalmimics
in Indianl a n g u & te Wodkshopon Multimodal User AuthenticationM M U A@ Toulouse FranceMay 11-12, 2006
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ZRAINUS
MFCC o vy

A Mel-Frequency Cepstral Coefficier(td FCC)

Speech ' ' -
P .| Framing/ | | Fourier | = Mel-Scale

Signal logarithm DCT . MFCC

windowing Transform filter banks representation

Figure 16: Schematic diagram of the MFCC feature extraction process Alter [1

I Stateof-the-art features for speech processing applications.
I 10-30 mswindow

I 28 (may vary) triangular filter banks

I 12 static coefficients]2 delta andl2 deltadelta

[1] S.B. Davis, and P. Mermelstein (1980, "Comparisonof ParametricRepresentationfor Monosyllabic Word Recognitionin
ContinuouslySpokenSentences,ih IEEE Transactionsn Acoustics Speechand SignalProcessing28(4), pp. 357 366.
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Cochlear Filter Cepstral NUS
Coefficients (CFCC)

A The CFCC feature extraction requires the following

I Auditory Transform (AT) of speech
I Motion of the Basilar Membrane (BM)
I Nervespike density estimation

T Loudness functions

[1] Q. Li, i A auditorybasedransformfor audiosignalp r o ¢ e sndEEE \Workshopon Applicationsof Sign Processto Audio
andAcous, New Paltz N, 2009

[2] Q. Li andY. Huang, A auditorybasedfeature extractionalgorithm for robust speakeridentification under mismatched
c o ndi HEE®TRass,0dAudio,SpeeclandLang Process vol. 19, no. 6, pp. 17911801, 2011
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Cochlear Filters ResponsNUS
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Temporal muscle  Temporal bone

Helix

Semicircular canals

Exteral acoustic meatus ‘i
(Ear canal) o I

Base

Auicutar lobule

Earobe)  ~1__

Outer Ear Middle Ear  Inner Ear

Figure 17: Anatomy of the ear [1]. Figure 18: Cochlea's range of sensitivity of frequenci@®.Hzi 20kHz) [2].
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Frequency

Figure 19: Responses &8 cochlear filters on a linear scale with3 andb=0.35.

[1] [Available Onlinelhttp://www.audiologyspecialists.com/anatomyf-the-ear/
[2] [Available Onlinehttps://introtohearingscience.wordpress.com/
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CFCC (contd.) NUS

A Auditory Transform (AT)

I Speech signal(t) and cochlear filter impulse respongg).
I The auditory transform of speech is given by[Hl]

W(a, b= g9 ¥ (9,

where JALb @
ya’b(t) ,\F 0
1 4t-b o e té b a e t B 5] o}
e 08Xk Pf b 5 c0s ép = +t@Nb
\E(} a - é Qa u+ é a(; =0

A factorais the scale or dilation parameter
A factorbis the time shift or translation parameter
A parameterdlandb determine theshapeandwidth of the cochlear filter .

[1] Q. Li, A A auditorybasedtransformfor audiosignalp r o ¢ e dnslIEEER Workshopon Applicationsof Sign Processto Audio

andAcous, New Paltz NY, 2009
[2] Q. Li and Y. Huang, i A rauditorybasedfeature extraction algorithm for robust speakeridentification under mismatched

c o ndi HEEBTnass,0mAudio,SpeectandLang Process vol. 19, no. 6, pp. 17921801, 2011
Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysia3
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CFCC (contd.)

A Motion of the Basilar Membrane (BM)(a,b) = (w( a b)*: "W(a b

A Nerve spike density estimatieq;, j) - * a _1h(i,b), | =1L, ,...; 1]
d

b=1

I whered is the window length, and is the window shift duration.

A Loudness functions
I Scales of loudness functions as cubic root nonlinearity or

I Logarithmic
. Basilar Nerve
h )
Speech .| Auditory | |\ DL Spike | L e . CFrCC
Signal Transform o Density Function representation

Figure 20: Schematic diagram of the auditdopsed feature extraction algorithm named CFCC After [1]

[1] Q. Li and Y. Huang, i A rauditorybasedfeature extraction algorithm for robust speakeridentification under
mismatchedt o n d i 1EEBTnass,00Audio, SpeeclandLang Process vol. 19, no. 6, pp. 17921801, 2011
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Proposed CFCC+IF feature

ASV Spoof2015Challenge Winner System

A Instantaneous Frequency (IF)

i Derivative of the unwrapped phase of the analytic signal deriveddtpm
i Apply IF to each subband sigrfehmewise

l+d -1
SIF(i,j)=— @& IF (h(i,b)), I =1L ,2 ,....; I']j
b=
Speech L Hair cell — Instantaneous W QZMMMM
Signal Impulse 2 . > frequency (IF . . b
ognal Response | representation | > quency (F) g ' J ==t
05 BM . 100 200 300 IJ":-
C 0 e hEDAWED) B@D e G oles0 et oer
ap ] 28 Proposed CFCCIF
Pt L>| Nerve Spike|  gj) feature set
Density x10™
{W(&,0)}inga 29 1§

Figure 21: Block diagram for proposed CFCCIF feature extraction scheme After [1].

[1] T. B. PatelandH. A. Patil,i Si g n i df $sowrcEfittar mteractionfor classificationof naturalvs. spoofeds p e elEBE Jar on Selected
Topicsin Sig.Process(JSTSP)vol. 11, no. 4, pp. 644- 659, June2017.

[2] TanvinaB. Pateland HemantA. Patil, i C o0 mb iEnidemcesfrom Mel Cepstral,CochlearFilter Cepstraland Instantaneou$requency
Featuregor Detectionof Naturalvs SpoofedS p e e in INTERSPEECH'5, DresdenGermany Septembe6-10, 2015
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A Figure shows a speechsignal (natural speech)the energy at outputs of the cochlear
filterbanks

I CFCCalone why do you want to come to Edinburgh
I And by usinglF featuresj.e., CFCCIF

IAmpIitude

Observations

Filter output

A CFCCIFenhanceiformationrepresentation
(shownby dottedregions)

Filter output

A Especiallyat higherfrequencies
(which areknownto be speakeispecific) ' Time in sec

Figure 22 (a) Naturalutterance(b) CFCC of 28 cochlearsubband
filters, and(c) CFCCIFof 28 cochlearsubbandilters [1].

[1] TanvinaB. Pateland HemantA. Patil, i C o mb iEnidemcgsfrom Mel Cepstral CochlearFilter Cepstraland Instantaneougrequency
Featuresfor Detectionof Natural vs. SpoofedS p e e m lthe 16" Annual Conferenceof International SpeechCommunicationAssociation
(ISCA),INTERSPEECHYS, DresdenGermany Septembe6-10, 2015
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Table 4. Performance measures while spoofing ASV systems.

Trial Decision
Accept Reject
Target Correct accept False reject
Imposter Falsealarm Correct reject
Score Score
Z A threshold & A threshold
8 | dewbuion 3 |aowuton
E Target score E Target score
O distribution =] distribution
2 2
o > o >
e o Score = Score
naive’ imposters ‘dedicated’ imposters

A. Martin, G.Doddington T. Kammand M.Ordowski "The DET curve in assessment of detection task performandeidén Eur. Conf. Speech

Comm. Technol . (,RhoRS Sreded; tpHLEABIB,71997.
Adapted from: Spoofing and asspoofing a shared view of speaker verificatigmeech synthesis and voimenversion APSIPAASC tutorial6h
Dec. 2015
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A Equal Error Rate (EER)
FR <— EER

I Spoofed detected as natural (False Accept: FA)

v

i Natural detected as spoofed (False Reject/Miss: FR) FA

Table 5. Performance measures while spoofing ASV systems.

Actual\Detected Natural Spoofed
Natural Correct FalseReject/ Miss Rate (FRR)
Spoofed False Acceptance Rate (FAR) Correct

A In spoofed attack: Minimize FAR> avoids spoofed speech being detected as natural speech

A Detection Error Tradeoff (DET) Curve
I % EERA False acceptance rate = miss ®té&AR=FRR

A. Martin, G. Doddington T. Kamm andM. Ordowski "The DET curvein assessmerdf detectiontask performance,'In Proc. Eur. Conf.
SpeeclfComm Technol (EUROSPEECH®7), RhodesGreecepp. 18951898 1997
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Results on Development S

A Fusionof scores

LLk =@ -a )LLk

combine

wa LLk

MFCC featur@

Table 6: The scordevel fusion % EER obtained on development set fbr@?, and CB-dimensional feature vectot][

Features with Dimension ) of feature EER (%) for varying values of U

scorelevel fusion vector 0 01| 02| 03| 04| 05| 06| 07| 08| 09 1
MFCC+CFCC 51 12stat 3.26 | 2.86 | 2.66 | 252 | 243 | 257 | 2.72 | 3.03 | 355 | 3.97 | 4.55

. -Static

MFCC+(CFCCIF) 326 | 272 | 240 | 203 | 1.77| 160 | 152 | 157 | 1.72 | 1.92 | 2.29

MFCC+CFCC _ 217 | 1.83| 154 | 140 | 132 | 1.32| 146 | 1.63 | 1.89 | 2.23 | 2.60
D2: 12-static 12 delta

MFCC+(CFCCIF) 217 | 1.83 | 146 | 1.23| 1.03| 097 | 0.89 | 0.89 | 0.97 | 1.14 | 1.40
MFCC+CFCC D3: 12-static+12 delta + 160 | 1.32| 1.14 | 097 | 089 | 0.89 | 0.92 | 1.00 | 1.17 | 1.34 | 1.54

MFCC+(CFCCIF) 12 (deltadelta) 160 | 1.37 | 1.14 | 1.00 | 0.86 | 0.83 | 0.83 | 0.92 | 1.03 | 1.17 | 1.52

[1] TanvinaB. PatelandHemantA. Patil, i C o mb iEwidemcgsfrom Mel Cepstral,CochlearFilter Cepstraland Instantaneougrequency
Featuresfor Detectionof Natural vs SpoofedS p e e m lthe I6" Annual Conferenceof International SpeechCommunicationAssociation
(ISCA),INTERSPEECHYS, DresdenGermany Septembe6-10, 2015
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A Detection Error Tradeoff (DET) Curves

i Lowest EER with MFCC+CFCC ig= 0.4 and lowest EER with MFCC+CFCC U= 0.6
A CFCCIF has lower EER and better separation

.- ~.
— ~.
- ~

7 ey MFCC 407F I
< 20 RN ceree RN CFCCIF
i \g \ ------ mrcc+crec| 20 N
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R R 10 s 5
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Figure 23: (a) DET curve for MFCC-fgreen), CFCC (blue), and their scoree v e | f us0i4 ¢.med)W(b) DET cusve for
MFCC (--green), CFCCIF (blue) and their scdree v e | f u sO.6¢.medlil.t h U

[1] TanvinaB. Pateland HemantA. Patil, i C o mb iEwidemcesfrom Mel Cepstral,CochlearFilter Cepstraland Instantaneou§requency

Featuresfor Detectionof Natural vs SpoofedS p e e m lthe 16" Annual Conferenceof International SpeechCommunicationAssociation
(ISCA),INTERSPEECH5, DresdenGermany Septembe6-10, 2015
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Effect of Preemphasis NUS

A D1- staticfeaturesPD2- deltafeaturesandD3- deltadeltafeatures
A The% EER of MFCC increasesignificantly without preeemphasis
A The% EERof CFCCandCFCCIFis almostwith or without pre-emphasis
A ProposedCFCCIFfeaturesetgiveslessEER alonealsa
5.00 +
4.50 - BMFCC
4.00 - mCFCC
3.50 A CFCCIF
3.00 -
T 250 -
o 2.00 -

1.50 -
1.00 -
0.50 -
0.00

D1 _P D1_nP D2_P D2_nP D3 P D3_nP
MFCC 3.26 4.00 2.17 2.66 1.60 2.80
CFCC 4.75 4.55 2.66 2.60 1.37 1.54
CFCCIF 232 2.29 1.43 1.40 1.63 1.52

Figure: 24 Effect of preemphasison % EER, usingMFCC, CFCC and CFCCIF
featureg P=preemphasiandnP=no preemphasi©n speecrlsignal)[1].

[1] TanvinaB. Pateland HemantA. Patil, i C o mb iEnidemcgsfrom Mel Cepstral,CochlearFilter Cepstraland Instantaneougrequency
Featuredfor Detectionof Natural vs. SpoofedS p e e i lthe 6" Annual Conferenceof International SpeechCommunicationAssociation
(ISCA),INTERSPEECHYS, DresdenGermany Septembe6-10, 2015
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Results on the Evaluation Sé

A Attack-Independent: Average % EER for all submissions

Sr. No. Team Known attacks|Unknown attacks| All attacks
1 |A(DA-ICT) 0.408 2.013 1.211
2 B 0.008 3.922 1.965
3 C 0.058 4.998 2.528
4 D 0.003 5.231 2.617
5 E 0.041 5.347 2.694
6 F 0.358 6.078 3.218
7 G 0.405 6.247 3.326
8 H 0.67 6.041 3.355
9 | 0.005 7.447 3.726
10 J 0.025 8.168 4.097
11 K 0.21 8.883 4.547 Dr. TanvinaB. Patel been awardd8CA supported First Prize
12 L 0.412 13.026 6.719 of Rs. 15,000-/by Prof.Hiroya Fujisaki during 5 Minute Ph.D.
13 M 8.528 20.253 14.391 Contest , S4P 2016, DACT Gandhinagar.
14 N 7.874 21.262 14.568
15 O 17.723 19.929 18.826
16 P 21.206 21.831 21.518
Avg. of 16 submissior 3.337 9.294 6.3155

[1] Z. Wu, T. Kinnunen N. Evans,J. Yamagishj C. Hanilci, M. Sahidullah A. Sizoy, "ASVspoof 2015 the First Automatic Speaker
Verification SpoofingandCountermeasurgShallengg, in INTERSPEECH2015 DresdenGermany
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Sourcebased Features for
Spoofed Speech
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of Singapore

A F, andSoE[1]
A Prediction P

A Fujisaki Model B]

[1] HimanshuBhavsay TanvinaB. PatelandHemantA. Patil,i N o WenlinearPredictionBasedFeaturegor SpoofedSpeeciDe t e cini @
INTERSPEECH2016 SanFrancisco8-12 Sept 2016

[2] TanvinaB. Pateland HemantA. Patil, "Effectivenessof FundamentaFrequency(FO) and Strengthof Excitation (SoE for Spoofed
SpeechDetection"in IEEE Int. Conf. Acoust, Speechand SignalProcess ( | C A $65 BhanghaiChina,pp. 51055109 20-25" March,
2016

[3] TanvinaB. Pateland HemantA. Patil, "Analysis of Naturaland SyntheticSpeechusing Fujisaki Model" in IEEE Int. Conf. Acoust,
SpeechandSignalProcess ( | C A $65 BhanghaiChina,pp. 52505254 20-25" March,2016
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Basis of usind-,andS o E§ &

A For generating speegyg Humans vary their vocal folds
A During fold movementy theF, contour and Strength of ExcitatioBdE) varies
A F,andSoEfrom Glottal Flow Waveform (GFW) anspeech signadre related

Glottal
Slit

' ' Fo=1/T,

Time (Sec
ime (Sec) Figure 24: The sourcesystem model of speech production.

TanvinaB. PatelandHemantA. Patil, "Effectivenessof FundamentaFrequencyF0) and Strengthof Excitation(SoE) for Spoofed
SpeeclDetection"in IEEE Int. Conf. Acoust, SpeechandSignalProcess ( | C A $65 BhanghaiChina,pp. 51055109 2016

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysie4

0.21

i Speech
eec
o) p
The Vocal tact, the nasal € 05
=2 cavity, the oral cavity and g 0
% the associated organs <05 : : : : : . .
S 'g- acting as th&YSTEM 015 0.6 017 018 019 02
"~ 015 016 017 018 019 02 021 Time (Sec)



ERINUS
Basis of usind-,andS o E§ P

A Spoofed spee# No actual vocal fold vibration
A F,andSoEfrom theestimated GFW anspeech signahay or may not be related

\ L
SoE

SoE?2

(Pitch period) Ty=1/F

G N,

] g i

G 3 Speech Signal
Ty —_— H(z) = £ 0.2
/ L Lk g0

i 1- 3§ a, © 0.2 ‘ ‘ ‘
{ Random nmse} k=1 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4
generator n Time (seconds)
Vocal tract system parameters

Figure 25: General sourecgystem model of speech production [1].

[1] B. S. Atal, "Automaticrecognitionof speakergrom their voices," Proc. of IEEE, vol. 64, no. 4, pp. 460/ 475, 1976
[2] Pate] TanvinaB., andHemantA. Patil. "Effectivenesf fundamentafrequency(F 0) andstrengthof excitation(SoE) for spoofed
speecldetection’ Acoustics Speecland SignalProcessingICASSP)20161EEE InternationalConferenceon. IEEE, 2016
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Zerofrequencyfiltering (ZFF) method[1] o (1) '.
. Y @
i Pasghesignalthrqugharesonator s 0.05 01 I 02
0 < 1 ; C

H(z)=

4

1- p,z )2 -p,z")

= o
=}
q
i@
Q
/4N

2

(b)

Amplitude
o
o
o
(62}
o
H

100;....................Q.....

I w,=0A w,=0A andp,=p;* =r i ﬂ

50' r r r r
i Removetrend from the filtered signal 0 0.05 0.1 0.15 0.2
by subtractingheaverageoverlOms g lrescecccccccconce, 000000,
1 Z05. : : : : (d
yinl = %1 -2N+1a knosm § 0 0.05 0.1 0.15 0.2
= Time (Sec)
T GCI: Negativeto-Positive  zero Figure 26: (a) speechsegment(b) ZFF signal (c) F, contourfrom GCI

locations (negativeto-positive zeracrossings)(d) SokE at GCI (slope at

crossing , - .
negativeto-positive zerocrossings)

I SoE Slopeat GCI

[1] Sri RamaMurty, K. andYegnanarayanda., "Epochextractionfrom speectsignals,"|EEE Trans on Speectand Audio Process vol. 16, no. 8,
pp. 16021613 November2008

[2] Patel, TanvinaB., and HemantA. Patil "Effectivenessof fundamentalfrequency(F 0) and strengthof excitation (SoE) for spoofedspeech
detection’ AcousticsSpeectand SignalProcessindICASSP)20161EEE InternationalConferencen. IEEE, 2016
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Analysis on Naturavs.
Spoofed Speech

TNUS

National University
of Singapore
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o 1f T 08
2 05 0.4 @
o
g 0 w7 if I 1 e Og
-0.5k. -0.2

. . . . 0.6 . .
H _ 200" L ,\.'\“‘ Y e 200F . ?.*\ o
. L4 R . °“‘ LY o+ K
ereexist . ST TR , 3 \;\ o
VarlatlonS in 150+ / -“. R ‘:.'. 150 . "’. (WS ...’
exc'tatlon - b - - 4 4 or - - SRR o
0.4 0.6 0.8 1 1.2
source 1 z
A - 0.5 i AN Y ©
Dynamic L d v.."\h-..E ;
. A ) - - L B
fe:llj:res . _ g 04 06 08 1 1.2
0 1 LT
-. S -y “‘ :. . f “
eSoEl o~ \1 LA IO i . P Py,
L UM RS NJW__ " R
o O s iy ‘ 0 A e ‘ %
2S0E2 & 'TWWWWWWWWWW* *WWWWWWMWWWWW @
_l - - - - - - _1 - - - -
1 1.2 1.4 1.6 1.8 2 0.4 0.6 0.8 1 1.2
Time (sec) Time (sec)

Figure 27: Panell: NaturalspeechandPanelll: Spoofedspeech(SS)(a) speectsignal, (b) F, contour(c) normalizedSoEL at GCls (d) the
dGFW (estimatedby IAIF) (red) andnormalizedSoR2 estimatedrom dGFWatG C |. (@attedblue) [1]

[1] T. B. PatelandH. A. Patil, "Effectivenessof fundamentafrequency(F,) andstrengthof excitation(SoE for spoofedspeechdetection,"in Proc. IEEE

Int. Conf on Acous SpeeclandSig Process(ICASSP)ShanghaiChina,2016 pp. 51055109
[2] Patel, TanvinaB., andHemantA. Patil. "Effectivenessof fundamentafrequency(F 0) and strengthof excitation(SoE) for spoofedspeechdetection’

AcousticsSpeectand SignalProcessindICASSP)2016IEEE InternationalConferencen. IEEE, 2016
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—e— static Ds 24.8% 3

% vl —s=— velocity D1 16.1% 6
;: —aA— acceleration D2 13.6% 9
—=—jerk D3 12.7% 12

17T —— jounce D4 12.8% 15
. - -+ - crackle D5 13.4% 18

2 4 8 16 32 64 128
Number of mixture models in GMM

Figure 28: The % EER obtainedon the developmensetwhenthe staticandvariousdynamics,.e., velocity,
accelerationjerk, jounceandcrackleof staticF, SoEL andSoR2 areconsidered

Observations
A % EERdecreasesignificantlywhendynamicinformationis addeduo staticfeatures
A D3 featurevectorwith 128 mixturesGMM is considered

[1] T. B. PatelandH. A. Patil, "Effectivenessof fundamentafrequency(F,) andstrengthof excitation(SoE for spoofedspeechdetection,"in Proc. IEEE
Int. Conf on Acous SpeeclandSig Process(ICASSP)ShanghaiChina,2016 pp. 51055109

[2] Patel, TanvinaB., andHemantA. Patil. "Effectivenessof fundamentafrequency(F 0) and strengthof excitation(SoE) for spoofedspeechdetection’
AcousticsSpeectand SignalProcessindICASSP)2016IEEE InternationalConferencen. IEEE, 2016
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Correlation between
Source Features

A Thecorrelationcoefficientsbetween
I Fyvs SoEL, SoElL vs SoR andSoR2 vs Fjare
I 0.51, 0.73and0.51 for naturalspeechand 0.34, 0.645and0.45for SSspeech

National University
of Singapore
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Figure 29: Scatterplots(a) F, vs SoEL (b) SoEL vs SoR2 and(c) SoR2 vs F, for naturalandspoofed(SS)speech

Observation A correlations between features vary for natural and SS speech.

[1] T. B. PatelandH. A. Patil, "Effectivenesf fundamentafrequency(F,) andstrengthof excitation(SoE for spoofedspeectdetection,'in Proc. IEEE
Int. Conf. on Acous SpeeclandSig Process(ICASSP)ShanghaiChina,2016 pp. 51055109

[2] Patel, TanvinaB., andHemantA. Patil. "Effectivenessf fundamentafrequency(F 0) andstrengthof excitation(SoE for spoofedspeecidetection’
AcousticsSpeecland SignalProcessindICASSP)2016IEEE InternationalConferencen. IEEE, 2016
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Constant Q Cepstral Coefficient$y .o
x(n) X9(k) X2 (k)2 log|X“C (k)| log|X<@ ())|? COCC(p)
Constant-Q Power LOG Uniform 5 DCT S
Transform spectrum resampling

Figure 30: Block diagram of CQCC feature extraction

Short-Time Fourier Transform
8000 prar iy
7000 :

6000

Constant () cepstral coefficients (CQCCs) can then be ex- Z 5000
tracted in a more-or-less conventional manner according to: g0

23000

o

& 2000
1000

: 2 [p(l—1)n
Gf}ﬂﬂ[p}:Zlng|XCQ[i}|mm =21 ) :
i=1

8000

time [sec]
Constant Q transform

]
where p = 0, 1,..., L — 1 and where [ are the newly resam- e
_p]ed frequency bins. The _EII:I."}][:IIDI] uf CQCCs 1s .r;ummam_:ed %1222
in Figure 3. Our Matlab implementation of CQCC extraction g 20
can be downloaded from http://audic.eurecom. fr/ £

content /software A . ===

16
0 0.5 1 1.5 2 2.5 3 3.5 4
time [sec]

Figure 31: Spectrogramscomputedwith the shorttime Fourier
Transform(top) andwith the constanQ transform(bottom)

Todisco, M., Delgado, H., & Evans, N. (2016, June). A new feature for automatic speaker verificatspoaimig: Constant Qepstral
coefficients. InSpeaker Odyssey Workshop, Bilbao, Spdnh 25, pp. 249252).
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CQCC (contd.) 95 N

Table 5: Performance in terms of average EER (%) for the best performing sysiem, including individual resulls for each spoofing attack.
Results for known and unknown attacks and the global average. Resulls for systems reviewed in Section 2 are included for comparison.

Known Artacks Unknown Attacks All
System St | s2 | 83 | 84 | S5 | Ave. || S6 | 87 | S8 | 89 | S10 | Ave | Avg
CFCC-IF | 0.101 | 0.863 | 0.000 | 0.000 | 1.075 | 0.408 || 0.846 | 0.242 | 0.142 | 0.346 | 8.490 | 2.013 || 1.21]
i-vector || 0.004 | 0.022 | 0.000 | 0.000 | 0.013 | 0.008 || 0.019 | 0.000 | 0.015 | 0.004 | 19.57 | 3.922 || 1.965

M&P feat. || 0.000 | 0.000 [ 0.000 | 0.000 | 0010 | 0.002 || 0.010 | 0.000 | 0000 | 0.000 | 26.10 | 5222 || 2612
LFECC-DA || 0.027 | 0.408 | 0.000 | 0.000 | 0114 | 0110 || 0.149 | 0.011 | 0074 | 0.027 | 8185 | 1.670 || 0.890
CQCC-A 0.005 | 0.106 | 0.000 | 0.000 | 0130 | 0.048 || 0.098 | 0.064 | 1.033 | 0.053 | 1.065 | 0462 || 0.255

The Best Paper award sponsored by Agnitio went to Massimiliano Todisco for
Massimiliano Todisco, Héctor Delgado and Nicholas Evans.
A New Feature for Automatic Speaker Verification Anti-Spoofing: Constant Q Cepstral Coefficients

Todisco, M., Delgado, H., & Evans, N2q1G June). A new feature for automatic speaker verificationsputofing: Constant Q cepstral
coefficients. InSpeaker Odyssey Workshop, Bilbao, Sfdih 25, pp.249252).
http://www.odysseR0160org/p=Awards
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Agenda NUS

Part 1 Part 2
Introduction A Mimics
ASV System A Twins
_ A Countermeasures
History of ASV Spoof
_ A Replay
Research Issues in ASV
. A ASV Spoof 2015 Challenge
Spoofing Attacks
Speech Synthesis A ASV Spoof 2017 Challenge
A Future Research Directions

Voice Conversion
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Types of Spoofing Attacks NUS

Spoofing Attacks on Voice Biometrigs

PP A A S “N\\ ',"' ---------- “\\
4 =S \ — 1
! IS 2015 A IS 2017 |
| N =
- . . - I
Impersonation i Speech Synthesis | Voice Conversion i | Replay E
1 1 1 1
I 1 I
Physiological (Twins) ! | Unit Selection(USS) Frame Selection i || Cutand Paste i
Behavioral (Mimic) |} | HMM-based (HTS) Slope Shifting i || Tape recording '
i GMM i | | Smart phone | !
] KPLS o l
1 1 1 1
I Tensor Lo I
1 1 1 1
1 1 1 1
I 1 I 1
1 1 1 1
: L !
I L]
Availability Low i High High " i Low/High i
) 4 i 1
Risk Unknown \, High High J {  High !
\\\~ _______________________________ _,’, D ,/'

Z. Wu, N. Evans,T. Kinnunen J. Yamagishj F. AlegreandH. Li, i S p o cahdicaurgermeasurder speakewerification A's u r v 3pgecho
Comm, vol. 66, pp. 130-153 2015
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Spoofing Attacks

Impersonation

e

TTS Speech synthesis

W \Voice conversiori

B ®

Reject

NUS

National University
of Singapore
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Replay 95 N1

Using prerecorded speech sample collected from a genuine target speaker
IS played back.

Harmful attack for textlependent ASV system

Z. Wu, N. Evans,T. Kinnunen J. Yamagishj F. AlegreandH. Li, i S p o cahdicaurgermeasurdsr speakewerification A's u r vSpgechoomm,
vol. 66, pp. 130-153 2015
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Spoof Speech Detection (SSD

Due to effect of spoofed speech on ASV systems, need of standalone detectors
(Naturalvs.Spoofed speech) arase

Spoof Speech Detectior
Original Speech > System
Spoofed speecl‘ > l Accept
( \ Feature Classifier
, Extraction
Impersonation
Replay
_ CQCC GMM Reject
Speech synthesis CECGIE GMM-UBM
- - MFCC i-vector
\Voice conversion
\_ J RPS PLDA
MGD DNN
Cosine Phase CNN
Spectral Bitmap
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History of ASV Spoof NUS

1999 2006 2013 2014 2015 2016 2017 S
oCTAVE ......
prOject starts:

Small, purpose
collected dataset

[9)

Adapted, standard
datasets

1S2013

Common, datasets
metrics, protocols IS 2015

Common, datasets
synthetic speech

belsR

IS 2017

gro— 4!"*.&9&@%:*1“ ﬁ; j }@é@’&@;’m s

Common, datasets,
replay, channel variatior
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Spoofing and Countermeasus
for ASV 2013

A The INTERSPEECHO013special session in Spoofing and
Countermeasures for ASV task.

A Motivation:

I discussion and collaboration needed to organize the collection of standard
datasets.

I definition of metrics and evaluation protocols.

I future research in spoofing and countermeasures for ASV.

[1] N. Evans, T. Kinnunen and J. Yamagishj i S p o odnd aogntermeasure$or automatic speakerverification, an Proc.
INTERSPEECF2013 Lyon France 2013

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysié8
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Key Differences 95 e

INTERSPEECH 2013 INTERSPEECH 2015 INTERSPEECH 2017

Generalata to all participant3raining, | Generaldata to all participant3iraining,
No standardDataset development (with key), Evaluation development (with key), Evaluation
(without key) (without key)

Spoofingand
countermeasure for
dedicated to ASV

No knowledgeof ASV needed. Build No knowledgeof ASV needed. Build
detector for natural/s.spoof speech detector for natural/s.spoof speech

Any spoof couldbe used | SS and VC spoof providday organizers ' Replayspoof providedy organizers

Performanceneasures Uniformity in EER on the Evaluatioset | Uniformity in EER on the Evaluatioset
evaluated independently | as evaluated by the organizers as evaluated by the organizers
Text-dependent

- Textindependent

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysi&9




ASV Spoof Challenge 201 NUS

A Automatic Speaker Verification Spoofing and Countermeasures Challenge (ASV
spoof 2015 Challenge)

Special session at INTERSPEECH 2@ 5ocus on spoofing detection.
DevelopA method/algorithm to discriminate humeas spoofed speech (SS or VC)
DatabaseA generated fromO (VC and SS) techniques.

System expected to be reliable for both known and unknown attacks.

o o Io Do Do

No prior knowledge of ASV technology is needed.

Z. Wu, T. Kinnunen N. Evans,J. Yamagishj C. Hanilci, M. Sahidullah A. Sizoy, "ASVspoof 2015 the First Automatic Speaker
Verification SpoofingandCountermeasureShallenge™acceptedn INTERSPEECH2015 DresdenGermany

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysi&0
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N US
95

Adapted from: Spoofing and asspoofing a shared view of speaker verificatigmeech synthesis and voice conversion APSWC tutorial160
Dec.2015
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Database: Subsets

TN US
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g set
nd truth)
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ASV Spoof 2015 Challenge FENUS
Database |

of Singapore

Table 7. Statistics of ASV Spoof 2015 Challenge datasets

Speakers Utterances
Subset _
Male Female Genuine  Spoofed
Training 10 15 3750 12625
Development 15 20 3497 49875
Evaluation 20 26 9404 184000

Training and development dataset: 5 spoofs (known)
Evaluation dataset : 10 spoofs (known and unknown)
S3, S4, S10 : speech synthesis

S1, S2, S5, S6, S7, S8, S9 : voice conversion

Z. Wu, N. Evans, TKinnunen J.Yamagishj F.Alegre and H. Li , ASpoofing and counterm
survey, 0 Speech Commulb3 2086t i on, vol . 6 6, pp. 130

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysi&3




Database: Spoofing algorith!:\s;;;ztcjgmsw

10 spoofing algorithms

5 unknown

attacks

Training, development and

‘ Evaluation sets
Evaluation sets

Asia Pacific Signal and Information Processing Association (APRIPA, Decl2, Kuala Lumpur, Malaysia 84
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Known and Unknown Attack 05 i

A S1-S5:training, development and evaluation sets
I S1: VG Frame selection

I S2: VG Slope shifting
I S3: TTSHTS with 20 adaptation sentences
I S4: TTSHTS with 40 adaptation sentences

I S5: VG Festvox(http://festvox.orgl

A S6-S10:0nly appear in evaluation sets
I S6: VG ML-GMM with GV enhancement

I S7: VG Similar to S6 but using LSP features
I S8: VG Tensor €igenvoicg- based approach
I S9: VG Nonlinear regression (KPLS)

I S10: TTS MARY TTS unit selection

Asia Pacific Signal and Information Processing Association (APZRIPA, Decl2, Kuala Lumpur, Malaysia 85



http://festvox.org/

ASV Spoof2015Challenge
Database

Table 8. Details of Spoofing Algorithm

SpoofingAlgorithm
Genuine
S1
S2
S3
S4
S5
S6
S7
S8
S9
S10

Type
Natural
VC
VC
SS
SS
VC
VC
VC
VC
VC
SS

Algorithm
FrameSelection
Slope Shifting
HMM
HMM
GMM
GMM
GMM
Tensor
KPLS

Unit Selection

Vocoder
STRAIGHT
STRAIGHT
STRAIGHT
STRAIGHT

MLSA
STRAIGHT
STRAIGHT
STRAIGHT
STRAIGHT

B8 &

NUS

National University
of Singapore
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Anti-spoofing Measures atgan s
the Challenge "

X Countermeasures at the ASV spabfi5Challenge, INTERSPEECR015

Known Unknown

Sr. No Team Features attacks attacks All attacks
1 A (DA-IICT) MFCC+CFCCIF 0.0408 2.013 1.211
2 B (STC) MFCC, MFC, Cogphase, MWPC 0.008. 3.922 1.965
3 C (SJTU) RLMS, Spectrum, GD 0.058. 4.998 2.628
4 D (NTU) LMS, RLMS, GD, MGD, IF, BPD, PSP 0.003 5.231 2.617
5 E (CRIM) Cosine Normalized Phase, MGD, LP residual 0.041 5.347 2.694
6 = Super vectorffom MGD, Cosphase, Fused with LB 0.358 6.078 3218

features
7 G i-vector (MFCC, MFCGPPP) 0.405 6.247 3.326
8 H - 0.67 6.041 3.355
9 I Iterative Phase Information 0.005 7.447 3.726
10 J Fusion DNN(Spectrum + RPS) 0.025 8.168 4.097
11 K Relative Phas8hift 0.21 8.883 4.547
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ASV Spoof2017Challenge NUS

Statistics of ASV Spoof 2017 database.

Table 9 Number of speakers and utterances in different datasets

Speakers Utterances
Subset _
Male Genuine Replay
Training 10 1508 1508
Development 8 760 950
Evaluation 24 1298 12922

T. Ki nnunen, N . Evans, J . Yamagi shi, K. A. Lee, M. S a beiifidatioh $pacfing M.
andcountermeasures chadld. enge evaluation plan, o
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Replay Database NUS

raining set
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Replay Configurations

Replay Configurations= Playbadeevice + EnvironmentRecordingdevice

_ High-quality loudspeaker
Smartphonesmartphone Headphond”C mic smartphone, anechoic room

——

-

High-quality loudspeaker _
high-quality mic Laptopline-out
PCline-in using a cable

)

T. Kinnunenet al., 'RedDotsreplayed: A new replay spoofing attack corpus for-teqtendent speaker verification research,” 2017
IEEE International Conferencen Acoustics, Speech and Signal Processing (ICASSP), New Orleans, LA, 2017, pp39395
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ASV Spoof 2017 Challenge Res

ID EER ID EER ID EER ID EER
S01 6.73 S14 | 22.04| S26 | 26.98| S38 | 31.59
S02 | 12.39| S15 | 22.23| S27 | 27.32| S39 | 31.76
S03 | 14.31| S16 | 2241 | S28 | 27.39| S40 | 32.59
S04 | 1493 | S17 | 2311 | S29 | 27.45| S41 | 34.78
S05 | 16.35| S18 | 23.19| S30 | 28.26| S42 | 35.57
S06 | 17.62| S19 | 2353 | S31 | 28.27| S43 | 36.05
S07 | 18.07| S20 | 23.85| S32 | 28.29 | S44 37.2
S08 | 18.33| BO1 | 24.65| S33 | 28,96 | S45 | 38.15
S09 | 20.2 | S21 | 24.66| S34 | 30.01| S46 | 38.51
S10 | 20.27| S22 25.1 B02 | 30.17| S47 | 39.06
S11 | 21.31| S23 | 25.19| S35 | 30.72| S48 | 45.82
S12 | 21.48| S24 | 26.21| S36 | 31.02| DO1 7.39
S13 | 21.99| S25 | 26.51| S37 | 31.38| Avg. | 25.91
S08:

DA-IICT system BOL: Baseline system (Pooled daté)

")
(s £
= =

k2
=

Miss probability (in
=

B ®

NUS

National University
of Singapore

hn

¥ - -
* '\-\.\
-
%
i

*
Basaline B0 (Train + Dav) | AN

e, i Basaline

. '* BOZ (Train) |,

2

5 10 20 30 40
False Alarm probability (in )

Baseline system

Kinnunen, Tomi and Evans, Nicholas and Yamagishi, Junichi and Lee, Kong Aik and Sahidullah, Md and Todisco, Massinibielgadmdector,

fiT h e

ASVspoof

2017

chall enge:

Assessing

t he

i mits of Bveden 2097. spoof i
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Anti-spoofing Measures atgan s
the Challenge L T

x Countermeasures at the ASV spd06fi7Challenge, INTERSPEECR017

Sr. No Team Features Classifier EER
1 S01 Power Spectrum, LPCC CNN, GMM, TV, RNN 6.73
2 D01 MFCC, CQCC, WT GMM, TV 7.39

GMM-UBM, GSV-SVM, ivec-
3 e SR, e, AL PLDA, GBDT, Random Forest L2k
4 soa | MFCC.IMFCC.RFCC LFGG PLPCS gy, v 1431
5 S04 RFCC, MFCC,SII\C/II\IjI(CZ:C, LFCC, SSFC, GMM 14.93
6 S05 Linear filterbank feature GMM, CT-DNN with convolutional 16.35
layer and timedelay layers
7 S06 CQCC, IMFCC, SCMC, Phrase chet GMM 17.62
encoding
8 S08 (DAIICT) IFCC, CFCCIF, Prosody GMM 18.33
() S10 CcQccC Residual Neural Network 20.27
10 S09 SFFCC GMM 20.20
11 S11 cQcc TV-PLDA 21.31
12 S12 cQcc FF-DNN, BLSTM, GMM 21.48
13 S13 cQcc GMM, ivectorSVM 21.99
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Teager Energy Operator (TE

We define TEO irContinuous Time domain as

y{x(9} = x() -X) X}

x(t) = Acos(wt)
y{x(Y)} =[ -Awin( w?* -Acos( ®( -wAcos( tW
= A?2w?(sin?(m) +cos® ( w))

- A2W2

| | “
_ , : a | iy A :
| : * “ > Amplitude | i Ao b e
Sgnal —— * LPLJL Envelope
,“W‘f" 'ﬂ"" M —> | Filterbank Teager Energy
SN Instantaneousﬂ _ W ) QL

Operator
Frequency

Maragos Petros and Kai ser, James F and Quatieri, Thomas F, rrs@ OinnslepBE alt
vol. 2, San Francisco, California, USA, 1992, pit.1
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Teager Energy Operator (TE

Panel | Panel Il
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Figure 322 AM-FM estimationusingthe ESAon a synthetic(Panell) andspeectsignal(Panelll) with "Johnsonwasprettyliar” utterance
takenform ASV Spoof2015challengedatabase

(a) AM-FM signalof a= (0:99&(1 + 0:2cos((80)n))) andx = a(cos(((®)n) +sin((=40)n))),

(e) Filterednarrowbandsignalatfc = 1500Hz,

(b-f) Teagerenergy,

(c-g) estimatecamplitudeenvelopeand

(d-h) estimatednstantaneoufrequencyat fc = 1000Hz for syntheticsignaland1500Hz for speectsignal
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Amp.

Amp.

No. of samples N\/\W

No. of samples

g Hooo < ! FM
E =
No. of samples Decompose * DMOD
|npUt > . rﬁ No. of sample;
Speech Into NsutJIband Band 2 ESATEO
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|
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Figure 33: Block diagram of proposed feature

M. R. Kamble and H. A. Pat il
Processingonference (EUSIPCO2017
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Variable length Energy E
Separation Algorithm (VESA

In VESA, we modify original TEO to VTEO with change in equation given as:

TEO : y {x(n} = x*(n) - x(n+1)x(n- 1)

VTEO : y {x(m)}=x"(n)- x(n+i)yx(n- i)

| - indicates the dependency index (DI)
We used DESA approach for VESA

2 ; RNV
AE = y o Ax(n)} E = arcsin ge y _{x(n+1)- x(n 1)}8
W xn 3 - x(n+ 2} ¢  {xmp ¢

H. A. PatilandK. K. Parhi,i N o vagidblelengthTeagernergybasedeaturesor persorrecognitionfromtheirh u min IEEEICASSP,Dallas,
Texas USA, 201Q pp. 4526 4529

H. A. Patil, M. R. Kamble,T. B. Patel,andM. H. Soni "Novel variablelengthTeagerenergyseparatiomasedf featuresor replaydetection,'in
INTERSPEECH2017.
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Amp.

N

No. of samples

Band 1 VESAFCC
No. of samples Decom pose ; Om()o
Input _s|  into Nsubband ( e s AM, )

; VESAFCC
SSPeeCT signals Band2 > > #m, J—>{Framing Temporal VESAFCC
igna . Averagln J/
Band N | —>( Am, )

Freq (Hz)

\_ VESAFCC

200
No. of samples @ 1000 1
P T 500 oo No. of samples

100 200 300 400 500
No. of samples

Amp

Figure 34: Schematidiagram to estimate proposedEO-basedESA-IFCC featureset.

H. A. Patil, M. R. Kamble, T. B. Patel, and M. Soni "Novel variable lengtffeagernergy separation based if features for replay detection,"
INTERSPEECH 2017
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Gabor Filter

Gabor Filter: A Gabor filter is a combination of Gaussian filter and a sinusoidal term

Impulse response of Gabor filter
h(t)= exp( -a’t”) cos( 2pvt),
whereais the parameter for controlling tl@ndwidth

andv is the cutoff frequency
Gaussian Sinusoidal

Gabor filter

Gabor, D. (1946). Theory @ommunication. Journalf the Institute oElectrical Engineers, 93 , 4P957
Kleinschmidt M., B. Meyer, and DGelbart "Gabor feature extraction for automatic speeaic ogni t i ono
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Filterbank NUS

Filterbank splits up signals into different frequency bands

In signal processing, a filter bank is an array of band-pass filters
that separates the input signal into multiple components, each
one carrying a single frequency sub-band of the original signal.

4 N Filtered signal 1

Signal Filtered signal 2
— | Filterbank

\_ ) Filtered signal N

Asia Pacific Signal and Information Processing Association (APSIPA 2017), Dec 12, Kuala Lumpur, Malaysig@9
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Frequency Scales AT

ERB Scale 8000

7000

ERB= 6.23(v/1000 )*+93.39(v/1000 )+2852 _ |

)]
o
o
o

Mel Scale

Frequency (Hz)
N
o
o
o

Mel = 2595 log  (1+v/ 700 )

2000
Linear Scale 1000
Lin =v 0
0 5 10 15 20 25 30 35 40
No. of filters

Figure 35 Frequency scales for ERB (blue), Mel (red) and linear (pinl

M. R. Kamble and H. A. Patil, Effectiveness of Mel sdadsed ESAFCC features for classification of natuxa spoofed speech,” in
Acceptedin 7th International Conference on Pattern Recognition and Machine IntelligeRe#|), (Kolkata, India), 2017
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Acceptedin 7th International Conference on Pattern Recognition and Machine IntelligeRed/A), (Kolkata, India), 2017
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Figure 36: Frequency response of (a) ERB, (b) Mel and (c) linear frequency scales.
M. R. Kamble and H. A. Patil, Effectiveness of Mel sdadésed ESAFCC features for classification of natuxal spoofed speech,” in
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Spectrographic Analysis wit
Gabor Filterbank
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Figure 38 Spectrographic analysis (a) tirdemain speech signal, (b) spectrogram and (c) energy density obtainetafibband
Gabor filterbank ofRanell) ERB (Panelll) Mel and Panellll) Linear frequency scales

A Observations: Spectral energy obtained with linear frequency scales contains more
speakeispecific information than ERB and Mel scale
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Spectrographic Analysis fo NUS
Replayed Speech

of Singapore
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Figure 39. Spectrographic Analysis: (&)eech signal and (b) corresponding spectrogram
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Experimental Setup ASY015'%

Table 11 Experimental setup used to extract the featueé&SV 2015

Features GMM Feature Filterbank No. of
Models Dimension Filterbank
MFCC 128 13 Butterworth 28
ESAIFCC 128 13 Triangular 40

M. R. Kamble and H. A. Patil, Novel energy separation based instantaneous frequency features for spoof speech defectpeang8ignal
Processing Conference (EUSIPCO), (Kos Island, Greece), pl201&017.
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ExperimentaResults ASV201 'E NUS

Table 12 Results on development set inBRR on ASV 2015

Feature EER
Features . . : : :
Dimension | Static St at i St+adt | ¢ + &+ ®&a®
MFCC 39 6.98 6.75 6.14
A: ESA-IFCC 39 5.43 6.22 6.59
ESA-IFCC 120 6.38 1.47 7.18
MFCC+A 39 3.45 2.01 1.89

Table 13 Results on evaluation set in % EER on ASV 2015

Known Attacks Unknown Attacks

Features All Avg
S1 S2 S3 5S4 S5 S6 S7 S8 S9 S10

MFCC 234 957 0.00 0.00 9.01 7.73 442 03 517 5299 9.15
ESAFCC 253 5.29 0.00 0.00 13.54 12.09 3.61 452 4.13 36.14 8.18

M. R. Kamble and H. A. Patil, Novel energy separation based instantaneous frequency features for spoof speech defectpeang8ignal
Processing Conference (EUSIPCO), (Kos Island, Greece), pl201&017.
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Results with Gabor Filterban® ::.2~

Table 14 Detalls of feature extractiaan ASV 2015

No. of filters 40 40
Feature dimension 39 (13 S+D+DD) 39 (13 S+D+DD)
No. of mixtures in GMM 128 128

Frequencyscale Mel ERB, Mel & Linear
Gaussian Mixture Models is used for binary classification

A No. of classes: 2 o |
A genuine class LogLikelihood Ratio

A spoof class LLR=log(LLK_Model1)log(LLK_Model3,

M. R. Kamble and H. A. Patil, Effectiveness of Mel sdadésed ESAFCC features for classification of natuxa spoofed speech,"” in
Acceptedin 7th International Conference on Pattern Recognition and Machine IntelligeRed/(), (Kolkata, India), 2017
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Results on Development S

A Performance measure on Equal Error Rate (EER)
A ESA-IFCC with linear scale has lower EER and better separation
A ESA-IFCC feature set with Mel and Linear scale has lower EER than MFCC alone for all dimens

N Static Static
40 \\ 40 % EER 40 v tem
N S+D S+D
. . N * EER . *  EER
X 20 \ X 20 s+D+0D | R 20 S+D+DD
£ £ EER £ EER
> 10 > 10 > 10
g 5 ] 5 | 5
Qo Qo el
[ o [}
; 2 Static ;-; 2 ** 7; 2
2 1 % EER 2 1 r 2
= = = !
0.5 S+D 05 0.5
* EER
0.2 S+D+DD 0.2 0.2
0.1 EER 0)1 r 0.1
0102051 2 5 10 20 40 (a 0102051 2 5 10 20 40 (b) 0102051 2 5 10 20 40 (C)
False Alarm probability (in %) False Alarm probability (in %) False Alarm probability (in %)

Figure 40: The DET curves for (a) ERB, (b)Mel and (c) Linear scale of #32C feature set

Table 15 Results in EER on development set ASV2015

Frequency scales Static Static+D Static+D+DD

MFCC 6.98 6.75 6.14
ESA-IFCC (ERB) 35.66 31.85 30.93
ESAIFCC (Mel) 1.32 1.96 2.52

ESA-IFCC (Linear) 1.86 1.39 2.23

M. R. Kamble and H. A. Patil, Effectiveness of Mel sdadsed ESAFCC features for classification of natural spoofed speech,” in
Acceptedin 7th International Conference on Pattern Recognition and Machine IntelligeRed/(), (Kolkata, India), 2017
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Resultson Developmen$et %50

A Scorelev